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DETAILED ACTION 

This communication is in response to the amendment of 7/20/2007. Accordingly, 
Claims 1-33 are currently pending in the application. 

Claim Rejections - 35 USC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all ^ 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. The factual inquiries set forth in Graham v, John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1. Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

3. Claims 1 and 17 are rejected under 35 U.S.C. 102(e) as anticipated by or, in the 
alternative, under 35 U.S.C. 103(a) as obvious over Duffield et al. (US 6912232), in 
view of Cidon et al. (US 6269330) hereinafter referred to as Duffield and Cidon. 
Regarding claim 1 and 17, Duffield discloses a method and apparatus for a VPN that 
offers efficient utilization of network resources by dynamic resource allocation 
techniques that permit real time resource allocation resizing (a method of providing 
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dynamic QoS treatment (resource allocation) of data traffic within a secure VPN, 
abstract). Duffield further discloses; 

when a customer network request a hose for accessing a VPN, the access point 
determines an SLA to specify a hose profile for the hose and the successfully 
negotiated SLA is stored in memory and that the hose profile includes QoS information 
(col1 1 lines 21-30). Based on the hose profile in the memory, the access point 
establishes the hose between the customer network and the VPN (querying a policy 
database to obtain QoS information (profile/policy information) concerning a desired 
QoS treatment for data traffic within the VPN tunnel, coll 1 lines 32-36 and col4 lines 35- 
40). 

that traffic information (data packet) is transmitted over the VPN and that each 
data packet include QoS marking and the VPN processes and forwards the data 
packets toward the destination end of the VPN tunnel (table 3-5 of col7 and col8) based 
on the mark (attaching a QoS marker based on the QoS information to the data traffic 
within the VPN tunnel, col5 lines 37-42 and col5 lines 60-66 and coll 2 lines 65-67). 

Duffield however fails to disclose fonA/arding the QoS information through the 
VPN tunnel to a VPN gateway at an opposite end of the VPN Tunnel. Duffield however 
discloses of different customer networks, which are the end of the VPN endpoints and 
that each customer network must specify communication link parameters (col2 lines 49- 
57). Duffield further discloses the need for resource utilization efficiencies (col2 lines 
19-23) and that the VPN service provider may monitor VPN traffic (collO lines 45-52). 
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Cidon further discloses the method for testing a network having a plurality of 
nodes and that traffic generators emulate digital data in accordance with standard 
protocols (col4 lines 3-8 and col18 lines 1-15). Cidon further discloses establishing a 
plurality of connection with various QoS requirements and thereafter checking how well 
the connections actually support the promised QoS (coll 8 lines 44-50). It would have 
thus been obvious to a person skilled in the art at the time the invention was made to 
incorporate the concept of testing a connection between a source and destination with a 
particular QoS requirement as disclosed by Cidon into the method for a virtual private 
network as disclosed by Duffield in order to efficiently test a VPN tunnel so that QoS 
may be guaranteed. Thus the VPN tunnel be forwarded with emulated data comprising 
QoS information so that testing of the tunnel may occur before actual data marked with 
a specified QoS is sent. 

4. Claims 2, 18, are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Duffield et al. (US 6912232), in view of Cidon et al. (US 6269330) hereinafter referred to 
as Duffield and Cidon. 

Regarding claim 2 and 18, the combination of Duffield and Cidon, more specifically 
Duffield discloses the QoS information obtained comprises the QoS marker (col5 lines 
40-45 and col5 lines 50-55). 
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5. Claims 6, 8-16, 22, 23, 25-33 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Duffield et al. (US 6912232), in view of Cidon et al. (US 6269330), in 
further view of Ebata et al. (US 6708209), hereinafter referred to as Duffield, Cidon, and 
Ebata. 

Regarding claim 6, the combination of Duffield and Cidon fails to specifically disclose 
the limitation of claim 6. Duffield however discloses that each customer specify 
communication link parameters such as bandwidth, packet delay, etc (col2 lines 55-58), 
thus providing the motivation for a need to specify the desired QoS for communication. 

Ebata discloses a network system which has a plurality of networks (VPN 
endpolnts) each having a policy server (policy database) and which performs by using 
the policy server of each network the QoS control on a communication extending to two 
or more different networks (coll lines 60-65) and that the policy server setting a quality- 
guaranteed path in the network according to a policy held in the policy server (col2 lines 
1-4). Ebata further discloses (figure 5 showing the policy server); 

obtaining, from a customer (user), an indication of a desired QoS treatment 
(request accepting unit, col5 lines 15-18 and 304 of figure 5). 

confirming an availability of the desired QoS treatment (col5 lines 19-22 and 
col13 lines 10-15). 

if the desired QoS treatment is available, updating the policy database with 
information respecting the desired QoS treatment (update unit, col5 lines 10-13 and 302 
of figure 5). 
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It would thus be obvious to a person skilled in the art at the time the invention 
was made to incorporate the method of obtaining the desired QoS from a customer ad 
disclosed by Ebata into the method for a VPN that offers efficient utilization of network 
resources by dynamic resource allocation techniques that permit real time resource 
allocation resizing as disclose by Duffield and Cidon in order to efficiently specify a 
desired QoS for a communication between source and destination in a reliable and 
efficient manner. 

Regarding claim 8 and 25, the combination of Duffield, Cidon, and Ebata, more 
specifically Ebata discloses querying the policy database is performed at a start of the 
communication session (querying the database for bandwidth allocation before 
communication is transmitted, col9 lines 21-26 and coll 2 lines 46-51). 

Regarding claim 9, 22 and 26, the combination of Duffield, Cidon. and Ebata, more 
specifically Ebata discloses querying the policy database is performed in response to a 
session initiation message (allocation request) received from the customer (col12 lines 
46-51). 

Regarding claims 10, 11, 13, 27, 28, and 30 the combination of Duffield, Cidon, and 
Ebata, more specifically Ebata discloses the step of querying the policy database is 
performed in response to a change in the information respecting QoS treatment stored 
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in the policy database (policy change, col1 1 lines 50-52). It should further be obvious 
that this policy change may be implemented during the communication session between 
networks or during predetermined intervals during the communication session, as this is 
system parameter and a well-known technique the art. 

Regarding claims 12 and 29, the combination of Duffield, Cidon, and Ebata, more 
specifically Ebata discloses the step of querying the policy database is performed in 
response to a query request from either one of the customer and a service provider 
(col5 lines 15-19 and coll 2 Iines46-51). 

Regarding claim 14, 15, 16, 31, 32, and 33 the combination of Duffield, Cidon, and 
Ebata, more specifically Ebata discloses a step of notifying a service provider (service 
adniinistrator) of the indicated QoS treatment (user request of allocation (indicated QoS 
treatment) which queries the policy database, col12 lines 60-65). It would further be 
obvious to notify the service provider at a start of the communication session as the 
user starts the allocation request for provisioning of an acceptable quality guaranteed 
path thus starting a communication session. 

Regarding claim 23, the combination of Duffield, Cidon, and Ebata, more specifically 
Ebata discloses; 

a policy update message adapted to convey the QoS information through the 
VPN tunnel (col1 1 lines 59-65). 
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means for inserting the QoS information into a payload portion of the policy 
update message (col11 lines 65-67 and figure 17). 

6; Claims 3, 4, 5, 19, 20, and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Duffield et al, (US 6912232), in view of Cidon et al. (US 6269330), in 
further view of Ebata et aL (US 6708209), in further view of Martin et al. (US 6765927), 
hereinafter referred to as Duffield, Cidon, Ebata and Martin. 
Regarding claim 3 and 19, the combination of Duffield, Cidon, and Ebata fails to 
disclose the specific limitation of claim 3. Duffield however discloses the RSVP protocol . 
be used to maintain the resource reservations across the nodes of the established path 
(C0I14 lines 25-30). 

Martin further discloses of Tspec and Rspec describing certain QoS, which are well 
known in the RSVP protocol and in the art. It would have thus been obvious to 
incorporate the use of Tspec and Rspec parameters indicative of desired QoS treatment 
as disclosed by Martin into the method of VPN tunneling which perform quality 
guarantee among different networks and offers efficient utilization of network resources 
by dynamic resource allocation techniques as disclosed by the combination of Duffield 
and Ebata to better guarantee services. 

Regarding claim 4 and 20, the combination of Duffield, Cidon, Ebata, and Martin, more 
specifically Martin discloses a gateway (figs 1 and 2 item 140, and col2 lines 56-57) that 
queries a policy database (figs 1 and 2 item 150) that keeps the QOS information (col2 
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lines 60-61), the gateway sending packets (col2 line 66), when the policy database is 
queried the information comprises the Tspec and Rspec parameters. Col 4 lines 19-26 
describe that the rules defining QOS limitations are pulled down (queried) followed by 
the fonwarding of the RSVP Path and Resv packets, which said parameters (figs 3A and 
3B), which are QOS markers that are mapped and inserted into data traffic (col4 lines 
29-33). The RSVP processing disclosed by Martin is performed at a start of an 
RSVP communications Session in response to a Session initiation message 
(RSVP message packets, col4 lines 4-5) received from a customer (source host, fig 2 
item 110). 

Regarding claim 5 and 21, the combination of Duffield, Cidon, Ebata, and Martin, more 
specifically Duffield discloses the QoS marker is a DSCP value (DiffServ, col 14 lines 
10-15). 

Allowable Subject Matter 

7. Claims 7 and .24 are objected to as being dependent upon a rejected base claim, 
but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 

Response to Arguments 

8. Applicant's arguments filed 7/20/2007 have been fully considered but they are 
not persuasive. 
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9. ' Applicant submits that the combination of Duffield and Cidon fails to teach or 
suggest thfe step of sending QoS information through the VPN tunnel to a VPN gateway 
at the opposite end of the tunnel. Examiner however insists that it is not unreasonable 
to correlate the teachings of Cidon to such a limitation. Cidon teaches establishing a 
plurality of connections with various QoS requirements and thereafter checking how well 
the connections actually support the promised QoS (coll 8 lines 44-50) and that the 
digital data used in testing the connection includes test information such as information 
regarding the nature and timing of future data in the stream (col3 lines 55-67) and that 
that the method is provided for evaluation of the performance of communication 
networks (col2 lines 15-20), such as VPN networks. Examiner thus relies on Cidon to 
teach the concept of testing a connection (correlating to a VPN connection between 
endpoints) by sending digital data comprising test information (QoS information), thus 
correlating to ''forwarding the QoS information (emulated digital data with testing 
information) thought the VPN tunnel to a VPN gateway at an opposite end of the VPN 
tunnel (connection between two endpoints)" so that the VPN connection, as disclosed 
by Duffield, may be checked against various QoS requirements. 

Conclusion 

10. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
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TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications froni the 
examiner should be directed to Nguyen Ngo whose telephone number is (571) 272- 
8398. The examiner can normally be reached on Monday-Friday 7am - 3:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor. Wing Chan can be reached on (571) 272-7493. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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